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OVERVIEW

CyberX Networks is a pioneering cybersecurity firm (a division of CDE Open Source
Solutions LTD) dedicated to safeguarding digital assets through advanced defense
systems. We combine Atrtificial Intelligence (A.l.) and Machine Learning (M.L.) to
stay one step ahead of evolving global threats.
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ABOUT US

Innovative Defense for the Modern Era CyberX Networks is a leading cybersecurity
provider dedicated to protecting organizations through intelligence-driven defense
systems. We spécialize in bridging the gap between complex security
needs and user-friendly gperations. By integrating advanced A.l. and Machine
Learning, we provide autonomous solutions that proactively identify and neutralize
threats before they impact your business.
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¥ MAESTRO

Security Operations Center in & box

o Configure # Home

PRODUCTS

MAESTRO SOC-IN-A-BOX

Maestro is an invisible, Layer2 autonomous engine that provides high-speed
active defense without requiring network changes. Using A.l. and Machine
Learning, it identifies and blocks sophisticated threats, DDoS attacks, and zero-
day vulnerabilities in real time. It serves as a "plug-and-play" Security Operations
Center, offering deep visibility and automated mitigation to protect your
infrastructure silently and effectively.




CYBERX NETWORKS

PRODUCTS

SCOREB VULNERABILITY ASSESSMENT

ScoreB is a cutting-edge A.l.-powered penetration testing and assessment
platform that provides a 360-degree view of your organization’s security posture.
Unlike static annual audits, ScoreB delivers continuous, real-time scanning of
both internal and external assets to identify vulnerabilities; misconfigurations, and
potential entry points. By utilizing the AISE Scanning Engine, it prioritizes risks
based on their actual exploitability, offering actionable insights and clear reporting
to help you remediate threats before they can be leveraged by attackers.
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VENDOR ASSESSMENT - THIRD PARTY RISK BEE
MANAGEMENT -

Our TPRM service, powered by the ScoreB Al engine, eliminates the "blind
spots"” in your supply chain. We automate the entire vendor lifecycle—from initial
due diligence and Al-powered questionnaire analysis to continuous real-time
monitoring. By assigning dynamic risk scores to every partner and supplier, we
ensure your external connections meet your security standards, protecting you
from fourth-party vulnerabilities and supply-chain breaches before they impact
your perimeter.
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PRODUCTS

ASAT PLATFORM - PHISHING SIMULATION & CYBER
SECURITY TRAIINING

ASATP is an automated platform designed o strengthen the "human firewall*
throughicontinuous education and realistic threat simulation. It delivers highly
targeted phishing simulations and interactive training modules that mirror real-
world social engineering tactics. By analyzing user behavior and identifying high-
risk individuals, ASATP provides measurable insights into your organization's ™
human-related vulnerabilities, transforming employees from potential security
risks into an active line of defense.
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PRODUCTS

DYNAMO - DYNAMIC FIREWALL

Dynamo is an open, API-driven security platform designed to provide real-time,
dynamie control over network traffic. Operating at Layer 2, it integrates
transparently into your existing infrastructure to isolate compromised hosts and
contain lateral movement instantly. Unlike traditional firewalls with static rules,
Dynamo is "empty-by-default," allowing SOC teams and automated A.l. tools to
push security policies on the fly via its secure API. This creates a highly
responsive defense layer that can automatically quarantine threats and protect

sensitive network segments without requiring IP changes or complex re-routing.
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System Status API Incoming Calls
Number of Blocked Hosts: 1 2025-10-24 15:37:28 192 153.1.4-‘ BLOCKED
Block Timeout: 60 secs 2025-10-24 15:36:38 192 168.1.46 BLOCKED
CPU Cores: 2 2025-10-24 15:36:20 192 168.1.45 BLOCKED
CPU Usage: 0% 2025-10-24 15:35:22 192 168.1.40 BLOCKED
System Uptime: 2354 2025-10-24 15:30:18 192 168.1.40 BLOCKED
Average Load: 0,00 0.01 0.05 (1m, Sm, 15m) 2025-10-24 15:20:37 192 168.1.50 UNBLOCKED
Memaorny Usage: 1996 2025-10-24 15:20:34 192 168.1.50 BLOCKED
Memony (Total/&vailable): 1802524 kB | 1532860 kKB 2025-10-24 15:29:28 192 168.1.50 UNBLOCKED
Throughput: 0 bps [ 0.000000 Mbps) 2025-10-24 15:29:15 192.168.1.50 UNBLOCKED
Packets Accepted: 0 packets, 2025-10-24 15:28:34 192 168.1.50 UMELOCKED
Packets Rejected: 0 packets, 2025-10-24 15:28:26 192 168.1.50 BLOCKED
Bytes Accepted: 0 bytes 2025-10-24 15:28:12 192 168.1.50 UNBLOCKED
Bytes Rejected 0 bytes 2025-10-24 15:27:53 182 168.1.50 BLOCKED
root@devel7:/home/cotsios/devel/centos/dynamo/scripts Q =

[rootedevelT scripts]# ip=192.168.1.47

[root@devel? scripts]#® curl -s -k -d "wcoode=HLg&3FGWHbesOthjpP"

RETVAL=0K

ACTION=block IP=192.16E8.1.4T7[rootPdevelT scripts|#

G-t ion=blocki

d "ip=5ip" https://192.168.1.235/api/index.php
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PRODUCTS

X-CHANGE SECURE MAIL SERVER

X=Change is a highly secure, private alternative to public cloud email and
collaboration suites. Designed for organizations that demand total data
sovereignty, it provides a fully managed environment for email, calendar, and
contacts with integrated end-to-end security. By combining enterprise-grade
performance with advanced anti-spam and anti-malware filtering, X-Change
ensures your sensitive communications remain encrypted and hosted within a
controlled, compliant infrastructure, shielding your business from data harvesting
and external eavesdropping.
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The ESG (Edge Security Gateway) Firewallis a robust, enterprise-grade

perimeter defense solution designed to protect the network edge from modern

cyber threats. It combines traditional firewalling with next-generation features,

including Deep Packet Inspection (DPI), Intrusion Prevention (IPS), and

advanced VPN capabilities. Engineered for high-throughput and reliability, the

ESG Firewall acts as the primary gatekeeper, ensuring that only authorized traffic i —
enters your infrastructure while providing granular visibility into application usage

and user behavior across the entire organization.
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SecFS is an enterprise-grade, high-performance file storage solution built on a
secure Open Source foundation. It provides a centralized, encrypted
environment for storing and sharing sensitive business data without the recurring O Delete user's data on user delete
costs of proprietary licensing. With a focus on data sovereignty and integrity,
SecFS offers seamless integration with existing Windows and Linux
environments, ensuring that your files are always accessible, protected by
advanced permission controls, and backed up through automated, encrypted
offsite synchronization.
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€ Configuration

REMMON - MONITORING & ASSET INVENTORY .
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RemMon is an advanced, multi-platform maonitoring solution designed to provide total
visibilitysacross your entire digital landscape. Through a single, intuitive dashboard, RemMon
tracks the health and performance of Linux and Windows servers, web services, and any
device with an IP address, whether located within your internal network or in the cloud. With
real-time notifications and powerful reporting, RemMon ensures you stay ahead of potential
issues—tracking system resources, connectivity, and update statuses to maintain peak
operational reliability.
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PRODUCTS

TICKETING SYSTEM - KNOWLEDGE BASE & Al

Our streamlined ticketing system features automatic user onboarding and
intelligent categorization for Incidents, Service Requests, Problem, and Change
Management. Built for multiple agents, the platform delivers supreme reports to
track performance and optimize service delivery. It further enhances the user
experience with a built-in knowledge base and integrated Al for seamless
automated interaction.
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PRODUCTS

DOCCHAT Al - TALK TO YOUR DOCUMENTS

DocChat Al is an enterprise-grade file storage solution that combines high-
performance open-source architecture with cutting-edge Generative Al. Beyond
standard encrypted storage and data sovereignty, DocChat Al features an
integrated Al Assistant that allows you to "talk to your documents." By securely
indexing your private data locally, the system enables users to query complex
files, summarize lengthy reports, and extract specific insights instantly through a
natural language interface—all while ensuring your sensitive information never
leaves your secure environment.
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the Board, and participating in relevant committees.

An EBA Assessment highlighted that while an ICT and Security Risk Management Framework has been
developed, it has not yet been formally approved by the Board. Furthermore, the roles and responsibilities of the
CIO and the Head of IT have not received Board approval, and the specific responsibilities of relevant officers
concerning ICT and security risks are not clearly defined in their roles. The recommendation is to obtain formal
Board approval for the ICT and Security Risk Management Framework and assign ownership, and to update or
create roles and responsibilities for relevant officers to explicitly include their accountability for ICT and security
risks.

who is the BCP officer ?

The provided documents do not explicitly name the individual who holds the position of BCP Officer. However,
the EBA Assessment Final Report mentions that the "BCP Officer roles and responsibilities were approved by
the Board on 17/9/2024 as part of the Bank's Internal Governance Controls Manual (IGCM)." This indicates that
the role exists and its responsibilities have been formally recognized.

need to attack a host

I cannot fulfill this request. My purpose is to be a helpful and harmless Al assistant. Providing infarmation or
guidance on how to attack a host would be unethical and potentially illegal. My capabilities are limited to
analyzing and providing information based on the documents you provide, and | cannot assist with malicious
activities.

Clear Memory
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Al AGENTS - [ CHATBOTS - EMAIL - TELEPHONY ]

« Al Voice Agent: 24/7 automated telephany that qualifies leads and books
meetings in real-time.

« Al Email Agent: Intelligent assistant for context-aware replies and automated
calendar management.

« Al Chatbot: Multilingual website assistant trained on your data to resolve 80%
of support queries.

e

Al Assistant

unified platforrny

Al Assistant is a product of Al Helion Mind
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Al SECURITY ANALYST - FULLY AUTONOMOUS

Our Al Security Analyst serves as an agentic Tier-1 and Tier-2 responder that lives within
CyberX’s ecosystem. Unlike traditional static alerts, this assistant functions as a "digital
detective," autonomously ingesting raw telemetry from‘various systems—firewalls, mail
servers, and endpoints—to perform deep-dive investigations in seconds. It correlates
disparate events, filters out noise, and provides human analysts with enriched incident
summaries, complete with adversary tactics ,recommended remediation steps and ACTIVE
DEFENSE. By handling the heavy lifting of triage and evidence gathering, it reduces response
times by up to 95% and ensures that your security posture is proactively managed 24/7
without the risk of fatigue.

Al Security Analyst
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PRODUCTS

UNITY - UNIFIED SECURITY COMMAND CENTER

Unity is our intuitive, all-in-one management,platform that serves as a single pane of glass for
your entire digital ecosystem. By leveraging advanced APl integrations, Unity aggregates
real-time data from every layer of your defense and operations.'Whether it's the autonomous
threat neutralization status from Maestro, real-time risk scores from ScoreB, or employee
training progress from ASATP, Unity provides a centralized, high-level overview. This allows
decision-makers to monitor security health, infrastructure performance, and Al agent activity
through a simplified, actionable interface—eliminating the need to switch between multiple

consoles.
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OERVICES

GRC & ADVISORY

Our Governance, Risk, and Compliance
(GRC) services provide executive-level
leadership through v-CISO and DPO-as-a-
Service:imodels. We help organizations
navigate complex regulatory landscapes—
including GDPR, ISO 27001, and NIST—by

aligning security strategy with business goals.

From developing policy frameworks to
managing privacy impact assessments, we
deliver the strategic oversight needed to
ensure total compliance and risk mitigation
without the cost of a full-time executive hire.

LINUX & VIRTUALIZATION

As The Linux Experts, we provide elite
engineering and support for mission-critical
open-source environments. From server
hardening, KVM Virtualization, Docker
containers and high-availability clustering to
seamless multi-vendor integrations, our
certified team ensures your infrastructure is
secure, stable, and cost-optimized. We
specialize in transforming open-source
flexibility into enterprise-grade performance,
offering 24/7 proactive maintenance and

expert consulting to eliminate vendor lock-in.

INFRASTRUCTURE

We deliver high-performance foundation services
including Cloud, Virtualization, and Network
Management. By leveraging private and hybrid
cloud architectures, we eliminate the need for
costly on-premise hardware while ensuring 24/7
availability. Our team manages everything from
virtual server deployment to software-defined
networking, providing a scalable, secure, and
cost-optimized environment that grows with your
business.
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7 WHY GHOOSE US?

We provide a unique, triple-threat advantage by merging CyberX’s autonomous A.l.
defense, CDEOSS’s open-source infrastructure expertise, and HelionMind’s operational
A.l. automation. Unlike traditional providers who offer fragmented tools, we deliver a unified
ecosystem that secures your network, manages your data, and automates your business
processes simultaneously. By eliminating vendor lock-in, reducing licensing overheads,
and deploying proactive, self-healing security layers, we transform your IT from a cost
center into a resilient, high-performance engine for growth.
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